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Overview

» The problem of session state
» Two solutions:

» Hidden inputs
» Cookies



The Problem of Session State

» HTTP is a stateless protocol
» But many web applications require state

» Shopping carts
» Solutions

» State on server side (file or database)
» State on client side

» Hidden inputs
» Cookies



Hidden Inputs

» Form “inputs” with type="hidden"

<input name="dessert"
type="hidden"
value="cherry pie"/>

v

Written by CGl to carry inputs from one script to the next

v

Normally not seen (but user can view page source)
No additions to API

» Next script reads hidden inputs just like any others

v

v

Example: Triangle Area

» htdocs/triangle-hidden.html
» cgi-bin/hidden2



Cookies

» Key=value pairs stored by the browser
» Stored in response to Set-Cookie: HTTP headers
» Sent back to server on subsequent requests



Setting Cookies

» Server sends HTTP response with Set-Cookie: header;
browser stores cookie
» Example (one line):

Set-Cookie: color=green;
expires=Mon, 30-Nov-2015 23:59:59 GMT;
path=/cgi—bin/service; domain=faster.food.com; secure

> Before Content-type header



Reading Cookies

» Browser sends HTTP request with Cookie header:
Cookie: color=green; username=Hector+Garcia

» CGI: cookie data in environment variable COOKIE_STRING,
same format as QUERY_STRING:

color=green&username=Hector+Garcia

» Python http.cookie module

» Details in notes

» Other libraries (Tornado)



Server-Side Session Data

v

Servers can store some session and user data

It must be identified, so some data must be stored by the
client

v

» User ID, session ID

v

Implications of more server-side data:

» More burden on server
» Less network data
» More reliably persistent

v

Ephemeral data is best stored client-side



Comparing Cookies and Hidden Inputs

» Hidden input less persistent: duration of page
» Cookies can last for the session or have a set expiration



Privacy and Security Issues

» Encryption is vital for sensitive information in distributed
systems

» HTTPS

> Viewing HTML source reveals hidden inputs

» Users sharing a computer may have access to each other's
cookies

> “Third-party cookies” may transmit information to
unexpected, undesirable

» EU cookie directive



Two Concerns

1. User's personal data exposed to others
2. Web server organization’s confidential data exposed to clients



Third-Party Cookies

v

Visit website A (first party)

Website A displays advertisements from advertiser V (third
party)

Visit website B also with ads from V

V can set and receive cookies from visits to both A and B

v

v

v

v

Web browser controls and defaults for third-party cookies



EU Directive

» European Union “Directive on Privacy in Electronic
Communication” requires user consent (opt-in) for cookies

since 2009
» Examples?



