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HTTP

I The protocol for serving web pages
I Connection-oriented
I Text-based
I Request-response



Request and Response Structure

1. Request or response line

2. Headers

I Host header required

3. Blank line

4. Body



Types of Requests

(Request methods)

I GET requests a web page
I HEAD requests only headers
I POST submits a form
I PUT uploads data



Stateless Protocol

I Each request-response pair is independent
I HTTP per se has no memory of previous interchanges
I Awkward; various work-arounds



Examples

I Request examples
I Response examples



Request Example 1

Minimal GET request

GET /examples/index.html HTTP/1.1

Host: www.example.com

(blank line)



Request Example 2

GET request with header

GET /examples/index.html HTTP/1.1

Host: www.example.com:8080

Accept: */*

Connection: Keep-Alive

User-Agent: Firefox/3.01

(blank line)



MIME

Multipurpose Internet Mail Extension

Examples of MIME types:

I text/plain
I text/html
I image/png
I audio/midi
I video/mpeg
I application/pdf
I application/octet-stream



Request Example 3

POST request, submitting a form

POST /cgi-bin/form1 HTTP/1.1

Host: www.example.com:80

Accept: */*

Connection: Keep-Alive

User-Agent: Firefox/3.01

Content-type: application/x-www-form-urlencoded

Content-length: 32

(blank line)

first_name=Howard&last_name=Duck



Response Example 1

Minimal response: status line with error, and a blank line

HTTP/1.1 404 NOT FOUND

(blank line)



Response Example 2
A small web page

HTTP/1.1 200 OK

Date: Mon, 27 Oct 2008 13:41:01 UTC

Server: Apache/2.2.9 (Linux)

Last-Modified: Sun, 26 Oct 2008 20:00:00 UTC

Content-Type: text/html

Content-Length: 116

(blank line)

<html>

<head>

<title>Hello WWW</title>

</head>

<body>

<p>Hello, World Wide Web!</p>

</body>

</html>



URIs and URLs

I URI: Uniform Resource Identifier
I URL: Uniform Resource Locator



Parts of a URL

http://www.example.com:3080/foo/bar/baz.php?a=b+c&d=e

I Scheme: http
I Host: www.example.com
I Port: 3080
I Path: /foo/bar/baz.php
I Query: a=b+c&d=e



URL Encoding

Special characters must be encoded

I %20 encodes a space
I Python urllib.parse provides functions for encoding



Absolute and Relative URLs

I Like file paths

I Absolute: includes all leading parts

http://www.example.com:3080/foo/bar/

I Relative: omits some leading parts

../golf/home.html

From http://www.example.com:3080/foo/bar/ this means

http://www.example.com:3080/foo/bar/../golf/home.html

http://www.example.com:3080/foo/golf/home.html



Python Tools

I Python 2

I urllib2
I urlparse
I httplib

I Python 3

I urllib.request, urllib.response
I urllib.parse
I urllib.error
I urllib.robotparser
I http.client



Examples

Using urllib.request . . .



Utilities

I curl
I wget



Curl

I Command-line tool for downloading/uploading data
I Uses HTTP, HTTPS, other protocols



Curl Examples

1. Fetch a web page

2. Fetch and save a web page in a file

3. Fetch a web page, including the server’s HTTP headers in the
output

4. Fetch only the headers, using the HEAD method

. . .



Multiple URLs

$ curl http://site.{a,b,c}.com
$ curl http://example.com/file[001-100].html



A Few Curl Options

-i, --include Include the server’s HTTP header in the output

-I, --head Get the HTTP headers ONLY, using the HEAD
method

-#, --progress-bar Display progress bar

-A, --user-agent <agentstring> Impersonate another user
agent

-H, --header <header> Insert an arbitrary header



Many More Tricks!

Reference:

I man curl

I http://curl.haxx.se/

http://curl.haxx.se


Wget

I Downloads files using HTTP, HTTPS, FTP
I Can “recursively” download entire web sites
I Can resume interrupted downloads
I Non-interactive, non-graphical



Wget Examples

1. Download a page

2. Download (part of) a site

. . .



Reference

I man wget

I info wget

I https://www.gnu.org/software/wget/

https://www.gnu.org/software/wget/


Notorious Usage

Pfc. Manning


