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Reading

1. Rhodes and Goerzen, Chapters 2 and 3

2. McMillan, “Socket Programming HOWTO”

3. Python 3 Standard Library documentation: “18.1
socket–Low-level networking interface”



Kinds of Sockets

1. Datagram sockets (UDP)

2. Stream sockets (TCP)



Characteristics of UDP

I Connectionless

I No broken connections
I How will you know if the other end “goes down”?

I Unreliable
I Set timeout to receive
I Why use it, then?



Netcat

I “Swiss Army knife”
I Also called nc

I As UDP server: nc -l -u localhost 8715 or nc -l -u

8715

I As UDP client: nc -u localhost 8715

I Demonstration
I man netcat or man nc for more information
I Standard equipment on Unix-like systems
I Regarded as malware by Symantec and other Windows

anti-virus



Programming with Datagram Sockets

Overview:

I Two processes: server (starts first) and client
I Message data
I Server actions
I Client actions



Message Data

I Strings and bytes in Python 2 and 3

I String: sequence of characters
I Bytes: sequence of bytes (octets), not always characters
I Encode and decode

I Demonstration



Server Actions

1. Create datagram socket; bind it to host address and port

2. Receive packets from any sender

3. Reply to client, using sender value

4. Close socket

Demonstration 1

Demonstration 2: udp server + netcat client



Client Actions

1. Create datagram socket (do not bind to port)

2. Send packet to server

3. Try to receive packets from server

4. Close socket

Demonstration 1

Demonstration 2: udp client.py + netcat server



Reliability of Datagrams

Demonstration, using producer and consumer functions in
reliabilty.py

What happens if—

I Consumer starts first?
I Producer starts first?
I Bad network connection
I Unplug or shutdown network interface of the consumer or

producer?
I Interrupt and restart consumer?



Blocking and Non-Blocking Communication with
Datagrams

I Blocking or synchronous send does not complete until
message is received

I Blocking or synchronous receive does not complete until
message is received

I Nonblocking or asynchronous send and receive complete
immediately, even if nothing is received

I Demonstration with example: blocking.py
I Alternatives to asynchronous communication: threads,

processes

I More on all of these later in the course

I Asynchronous communication with integer codes vs. callback
functions



Break



Stream Sockets

Using TCP

Characteristics:

I Connection-oriented
I Reliable



Netcat Again

I Just omit -u (UDP) to use TCP
I Demonstrate with

I Server: $ nc -l localhost 8719
I Client: $ nc localhost 8719



Programming with Stream Sockets

I Similar to datagram sockets
I Extra steps to open and close connections



Server Actions

1. Create stream socket; bind it to host address and port; listen
on the socket

2. Accept a connection

3. Receive packets from the connected client

4. Reply to the connected client

5. Shut down the connection; close the socket

Demonstration 1

Demonstration 2: socket stream server.py + netcat client



Client Actions

1. Create stream socket; connect to server

2. Send and receive packets to/from server

3. Either client or server may terminate the connection

3.1 Shut down connection or receive message of length zero

3.2 Close socket

Demonstration 1

Demonstration 2: socket stream client.py



Sockets as File-Like Objects

Wrap stream socket into “file-like object”

I Allows using Python’s file methods

I read, readLine, write
I Even for line in f:
I Much more convenient than send, recv

I Allows reading/writing string data
I Demonstration



Strategies for Developing Socket-Based Applications

1. Define the protocol.

2. Test protocol before designing client and server.

I Use netcat or Telnet

3. Design, code, and test server and client separately

I Again use netcat or Telnet

4. If you lack netcat, try human assisted server.py


